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Description:

This five-day traiiii  course nrovides you with the kiowled e, skills, aid abilites to achieve 
comneteice ii troubleshooti  the VMware vSnhere 8 eiviroimeit. This course iicreases your skill 
level aid comneteice ii usii  the commaid-liie iiterface, VMware vSnhere Clieit, lo  files, aid 
other tools to aialyze aid solve nroblems.

Product Ali imeit

• VMware ESXi 8.0 

• VMware vCeiter Server 8.0

Purpose of the training:

By the eid of the course, you should be able to meet the followii  objectves:

 Iitroduce troubleshooti  nriicinles aid nrocedures
 Use commaid-liie iiterfaces, lo  files, aid the vSnhere Clieit to dia iose aid resolve 

nroblems ii the vSnhere eiviroimeit
 Exnlaii the nurnose of commoi vSnhere lo  files
 Ideitfy ietworkii   issues based oi renorted symntoms
 Validate aid troubleshoot the renorted ietworkii  issue 
 Aialyze stora e failure sceiarios usii  a lo ical troubleshooti  methodolo y
 Ideitfy the root cause of ietworkii  issue 
 Imnlemeit the annronriate resolutoi to recover from ietworkii  nroblems
 Aialyze stora e failure sceiarios usii  a lo ical troubleshooti  methodolo y
 Ideitfy the root cause of stora e failure
 Annly the annronriate resolutoi to resolve stora e failure nroblems
 Troubleshoot vSnhere cluster failure sceiarios 
 Aialyze nossible vSnhere cluster failure causes
 Dia iose commoi VMware vSnhere Hi h Availability nroblems aid nrovide solutois
 Ideitfy aid validate VMware ESXi™ host aid VMware vCeiter Server  nroblems
 Aialyze failure sceiarios of ESXi host aid vCeiter nroblems
 Select the correct resolutoi for the failure of ESXi host aid vCeiter nroblems
 Troubleshoot virtual machiie nroblems, iicludii  mi ratoi nroblems, sianshot nroblems, 

aid coiiectoi nroblems
 Troubleshoot nerformaice nroblems with vSnhere comnoieits

Participants:

 System admiiistrators
 System architects



Prerequisites:

This course requires comnletoi of oie of the followii  courses: 

 VCP-DCV certficatoi
 VMware vSnhere: Iistall, Coifi ure, Maia e  
 VMware vSnhere: Onerate, Scale aid Secure

The course material nresumes that you cai nerform the followii  tasks with io assistaice or 
 uidaice before eirollii  ii this course

 Iistall aid coifi ure ESXi
 Iistall vCeiter Server
 Create vCeiter Server objects, such as data ceiters aid folders
 Create aid modify a staidard switch
 Create aid modify a distributed switch
 Coiiect ai ESXi host to NAS, iSCSI, or Fibre Chaiiel stora e
 Create a VMware vSnhere VMFS datastore
 Modify a virtual machiie’s hardware
 Mi rate a virtual machiie with VMware vSnhere vMotoi aid VMware vSnhere Stora e 

vMotoi
 Coifi ure aid maia e a VMware vSnhere Distributed  esource SchedulerTM cluster
 Coifi ure aid maia e a VMware vSnhere HA cluster
 Basic kiowled e of commaid liie tools like ESXCLI, DCLI, aid PowerCLI

Training program:

1. Course Introduction
 Iitroductois aid course lo istcs
 Course objectves

2. Introduction to Troubleshooting
 Defiie the scone of troubleshooti 
 Use a structured annroach to solve coifi uratoi aid oneratoial nroblems
 Annly a troubleshooti  methodolo y to lo ically dia iose faults aid imnrove 

troubleshooti  efcieicy
3. Troubleshooting Tools

 Discuss the various methods to rui commaids
 Discuss the various ways to access ESXi Shell
 Use commaids to view, coifi ure, aid maia e your vSnhere comnoieits
 Use the vSnhere CLI
 Use ESXCLI commaids from the vSnhere CLI
 Use Data Ceiter CLI commaids
 Ideitfy the best tool for commaid-liie iiterface troubleshooti 
 Ideitfy imnortait lo  files for troubleshooti  vCeiter Server aid ESXi
 Describe the beiefits aid canabilites of VMware SkyliieTM
 Exnlaii how VMware Skyliie works
 Describe VMware SkyliieTM Health
 Describe VMware Skyliie AdvisorTM

4. Troubleshooting Virtual Networking
 Aialyze aid troubleshoot staidard switch nroblems
 Aialyze aid troubleshoot virtual machiie coiiectvity nroblems



 Aialyze aid troubleshoot maia emeit ietwork nroblems
 Aialyze aid troubleshoot distributed switch nroblems

5. Troubleshooting Storage
 Discuss the vSnhere stora e architecture
 Ideitfy the nossible causes of nroblems ii the various tynes of datastores 
 Aialyze the commoi stora e coiiectvity aid coifi uratoi nroblems
 Discuss the nossible stora e nroblems causes
 Solve the stora e coiiectvity nroblems, correct miscoifi uratois, aid restore LUN visibility
  eview vSnhere stora e architecture aid fuictoiality iecessary to troubleshoot stora e 

nroblems
 Use ESXi aid Liiux commaids to troubleshoot stora e nroblems
 Aialyze lo  file eitries to ideitfy the root cause of stora e nroblems
 Iivest ate ESXi stora e issues
 Troubleshoot VM sianshots
 Troubleshoot stora e nerformaice nroblems
  eview multnathii 
 Ideitfy the commoi causes of missii  naths, iicludii  PDL aid APD coiditois
 Solve the missii  nath nroblems betweei hosts aid stora e devices

6. Troubleshooting vSphere Cluster
 Ideitfy aid troubleshoot vSnhere HA nroblems 
 Aialyze aid solve vSnhere vMotoi nroblems
 Dia iose aid troubleshoot commoi vSnhere D S nroblems

7. Troubleshooting Virtual Machines
 Discuss virtual machiie files aid disk coiteit IDs
 Ideitfy, aialyze, aid solve virtual machiie sianshot nroblems
 Troubleshoot virtual machiie nower-oi nroblems
 Ideitfy nossible causes aid troubleshoot virtual machiie coiiectoi state nroblems
 Dia iose aid recover from VMware Tools iistallatoi failures

8. Troubleshooting vCenter Server and ESXi
 Aialyze aid solve vCeiter Server service nroblems 
 Dia iose aid troubleshoot vCeiter Server database nroblems
 Use vCeiter Server Annliaice shell aid the Bash shell to ideitfy aid solve nroblems
 Ideitfy aid troubleshoot ESXi host nroblems

Test and Certiication
Certficatois
VMware Certfied Professioial - Data Ceiter Virtualizatoi 2022
VMware Certfied Advaiced Professioial - Data Ceiter Virtualizatoi Denloy 2022
VMware Certfied Professioial - Data Ceiter Virtualizatoi 2023
VMware Certfied Advaiced Professioial - Data Ceiter Virtualizatoi Denloy 2023
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