
 Check Point CerƟfied Security Administrator (CCSA) R82  

 

Product code: CKT_CCSA_R82 

DuraƟon: 3 days  

Regular price: 5,600.00 PLN 

DescripƟon:  

This course provides students with the fundamental knowledge, skills, and hands-on experience 
needed to configure, manage, and monitor an exisƟng Quantum Security Environment. Students will 
learn how to access and navigate the Gaia Portal and the Gaia Command Line Interface, manage 
Administrator access, create and configure Network Objects, create new Security Policies, configure 
Ordered Layers and a Shared Inline Layer, elevate the traffic view and monitor system states, 
configure IdenƟty Awareness, elevate security with HTTPS InspecƟon, configure ApplicaƟon Control 
and URL Filtering, and configure Autonomous Threat PrevenƟon.  

Uczestnicy  
 
• Security Administrators  
• Security Engineers  
• Security Analysts  
• Security Consultants  
• Security Architects 
 
Wymagania wstępne  
 
Base Knowledge  
• Unix-like and/or Windows OS  
• Internet Fundamentals  
• Networking Fundamentals  
• Networking Security • System AdministraƟon  
• TCP/IP Networking Check Point Courses  
• Check Point Deployment Administrator (suggested) 
 
Program szkolenia  
 
Module 1: IntroducƟon to Quantum Security  
 
• IdenƟfy the primary components of the Check Point Three-Tier Architecture and explain how they 
work together in the Check Point environment.  
Lab Tasks  
• Explore Gaia on the Security Management Server  
• Explore Gaia on the Dedicated Log Server  
• Explore Gaia on the Security Gateway Cluster Members  
• Connect to SmartConsole  
• Navigate GATEWAYS & SERVERS Views  



• Navigate SECURITY POLICIES Views  
• Navigate LOGS & EVENTS Views  
• Navigate MANAGE & SETTINGS Views  
 
Module 2: Administrator Account Management  
 
• Explain the purpose of SmartConsole administrator accounts.  
• IdenƟfy useful features for administrator collaboraƟon, such as session management, concurrent 
administraƟon, and concurrent policy installaƟon.  
Lab Tasks  
• Create New Administrators and Assign Profiles  
• Test Administrator Profile Assignments  
• Manage Concurrent Administrator Sessions  
• Take Over Another Session and Verify Session Status 
 
Module 3: Object Management  
 
• Explain the purpose of SmartConsole Objects.  
• Give examples of SmartConsole Physical and Logical Objects.  
Lab Tasks  
• View and Modify GATEWAYS & SERVERS Objects  
• View and Modify Network Objects  
• View and Modify Service Objects  
 
Module 4: Security Policy Management  
 
• Explain the purpose of Security Policies.  
• IdenƟfy the essenƟal elements of a Security Policy.  
• IdenƟfy features and capabiliƟes that enhance the configuraƟon and management of the Security 
Policy.  
Lab Tasks  
• Verify the Security Policy  
• Modify Security Policies  
• Install the Standard Security Policy  
• Test the Security Policy  
 
Module 5: Policy Layers  
 
• Demonstrate an understanding of the Check Point policy layer concept.  
• Explain how policy layers affect traffic inspecƟon.  
Lab Tasks  
• Add an Ordered Layer  
• Configure and Deploy the Ordered Layer Rules  
• Test the Ordered Layer Policy  
• Create an Inline DMZ Layer  
• Test the Inline DMZ Layer Module 6: Security OperaƟons Monitoring  
• Explain the purpose of Security OperaƟons Monitoring.  
• Tune the Log Server configuraƟon.  



• Use predefined and custom queries to filter the logging results.  
• Monitor the state of Check Point systems.  
Lab Tasks  
• Configure Log Management  
• Enhance Rulebase View, Rules, and Logging  
• Review Logs and Search for Data  
• Configure the Monitoring Blade  
• Monitor the Status of the Systems 
 
Module 6: Security OperaƟons Monitoring  
 
• Explain the purpose of Security OperaƟons Monitoring.  
• Tune the Log Server configuraƟon.  
• Use predefined and custom queries to filter the logging results.  
• Monitor the state of Check Point systems.  
Lab Tasks  
• Configure Log Management  
• Enhance Rulebase View, Rules, and Logging  
• Review Logs and Search for Data  
• Configure the Monitoring Blade  
• Monitor the Status of the Systems  
 
Module 7: IdenƟty Awareness  
 
• Explain the purpose of the IdenƟty Awareness soluƟon.  
• IdenƟfy the essenƟal elements of IdenƟty Awareness.  
Lab Tasks  
• Adjust the Security Policy for IdenƟty Awareness  
• Configure the IdenƟty Collector  
• Define the User Access Role  
• Test IdenƟty Awareness 
 
Module 8: HTTPS InspecƟon  
 
• Explain the purpose of the HTTPS InspecƟon soluƟon.  
• IdenƟfy the essenƟal elements of HTTPS InspecƟon.  
Lab Tasks 
 • Enable HTTPS InspecƟon  
• Adjust Access Control Rules  
• Deploy the Security Gateway CerƟficate  
• Test and Analyze Policy with HTTPS InspecƟon  
 
Module 9: ApplicaƟon Control and URL Filtering  
 
• Explain the purpose of the ApplicaƟon Control and URL Filtering soluƟons.  
• IdenƟfy the essenƟal elements of ApplicaƟon Control and URL Filtering.  
Lab Tasks  
• Adjust the Access Control Policy  



• Create and Adjust ApplicaƟon Control and URL  
• Test and Adjust the ApplicaƟon Control and URL Filtering Rules  
 
Module 10: Threat PrevenƟon Fundamentals  
 
• Explain the purpose of the Threat PrevenƟon soluƟon.  
• IdenƟfy the essenƟal elements of Autonomous Threat PrevenƟon.  
Lab Tasks  
• Enable Autonomous Threat PrevenƟon  
• Test Autonomous Threat PrevenƟon 
 

Term:  
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